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Motivation: off-line guessing resistance

Example

The following protocol aims at to authenticate Alice (a) to Bob (b)
using a password p, p,

a— b:(a,b)
b—a:ng
a— b:enc(np, pap)
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Motivation: off-line guessing resistance

Example
The following protocol aims at to authenticate Alice (a) to Bob (b)

using a password p, p,
a— b:(a,b)
b—a:ng
a— b:enc(np, pap)

Can an attacker verify his password guess in some way?
1. guess: pl,, = 123ccas#
2. decrypt: nj, = dec(enc(nb,p‘.,’b),p;’b)
?
3. compare: nj = np

An attacker can verify his guess so the protocol is not resistant to
off-line gusssing!
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Motivation: off-line guessing resistance

Example

Consider the PK-EKE protocol where pk is an asymmetric key and
k is a symmetric session key.

a—b:
b—a:
a—b:
b—a:
a—b:

(a, b, enc(pk; pap))
enc(enc(k, pk), pa,»)
enc(n,, k)

enc((na, np), k)
enc(np, k)



Motivation: off-line guessing resistance

Example

Consider the PK-EKE protocol where pk is an asymmetric key and
k is a symmetric session key.

a— b:(a,b,enc(pk,pasp))
b — a: enc(enc(k, pk), pap)
a— b:enc(n,, k)

b — a: enc((na, np), k)

a— b:enc(np, k)

Suppose, instead, that pk is a symmetric key. Can an attacker
verify his password guess in some way?
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Example (Cont.)
a— b:(a,b,enc(pk,pap))
b — a: enc(enc(k, pk), pap)
a— b:enc(n,, k)
b — a: enc((na, np), k)
a— b:enc(np, k)

1. guess p;b = 123caas+#

2. enc(k', pk') = dec(enc(enc(k, pk), pab), p;’b)
3. pk = dec(enc(pk,pa,b),p’a7b)

4. k' = dec(enc(k’, pk'), pk’)

5. nl, = dec(enc(n,, k), k)

6. nl) = fst(dec(enc((na, np), k), k"))

7. n L n

The protocol is not resistant to off-line gusssing!



Motivation: Wi-Fi Protected Access 2 (WPA2)

Example
Some more modern stuff.
» Currently, when you are connecting to your access point, you
are vulnerable to off-line guessing! An attacker can

1. make a guess
2. get a handshake which contains hash of a password,
3. compare it with its hashed guess.

» Wi-Fi Protected Access 3 (WPA3) aims to mitigate this

» |t uses a variant of a Dragonfly protocol,
» but, in April 2019, a serious design flow is found [4] which
makes the protocol susceptible to an off-line guessing



Off-line guessing resistance

» When using weak-secrets (such as passwords), it is important
that an attacker can not verify its guess!

» Off-line guessing can be informally defined as the following
two-phase game.

1. Learning phase. An attacker can observe and interact with a
protocol, learning the messages exchanged during the protocol
execution.

2. Guessing phase. An attacker can no longer interact with a
protocol (no learning allowed), but it is given a challenge: the
weak-secret and a fresh value.

3. Verification. A protocol is off-line guessing resistant is an
attacker can not distinguish the weak-secret from a fresh value.

» The learning phase always comes before the guessing phase!

> We can formalize this as a special kind of behavioral
equivalence between two labeled transition systems.



Labeled transition system

Definition (Labeled multiset rewrite system)

A labeled multiset rewrite rule (LMRR) is a tuple (id, [, a,r),
written as ru = id: [[[Ha]={r], where |,a,r € F#, and id € T is the
unique rule identifier. A labeled multiset rewrite system (LMRS)
is a set of labeled multiset rewrite rules.

We consider three kinds of LMRS: system (Sys), environment
(Env), and interface (/F). The system can interact with the
environment using the interface:

/F:{ out : [Outss(x)HOHInenv(x)],
in : [Outen (X)HIFInsys(x)] -



Example

LMRS S Protocol

fresh®*: [H}-{Fr(x:fr)]
psgen®*: [Fr(p)HPLH{!P(p, a:pub, b:pub), C(p)] Aureq — bsreq : (a, b)
ureq™*: [IP(p, a, b)HPL-{Outsys((a, b)), U(p, a, b)] b .
sreq™: [IP(p, a, b), Ing,s((a, b)), Fr(n)HPLO= sreq — dures * N
[Outgys(n),S(p, a, b, n)] - encln
ures™s: [U(p. 2, b). Insyu(mPLI-{Outes(enc(n, )] 20reS " bsver = enc(ns, pa,p)
sver™®: [S(p, a, b, n), Ingys(enc(n, p))HPLIH] . .
chal®¥s: [C(p), Fr(f)HPGH{Outsys(p)] It aims at to authenticate a to b
e [Ineny (][ AK()] using a password p, p.
send®™: [\K(x)H}-{Outen (x)]
dec®™: [IK(enc(x, y)), IK(z)HH{!K(dec(enc(x, y), z))] (modulo dec(enc(x, y),y) = x)
ence: [1K(x), IK(y)H{K(enc(x, )]
comp®™: [IK(x), IK(x)HHH]

:fr  fresh values (keys, passwords,. .. )
:pub  public values (names, group generator,...)
I persistent facts (use of public keys, passwords,. .. )
PL,PG learning and guessing phase



Labeled transition relation

Definition (Labeled transition relation)

Labeled transition relation —pC G# x (G# x p) x G¥ of a
multiset rewrite system P is defined as:

ri = id: [[Hal-{r]€Ee ginsts(P)
Ifacts(l) C# S pfacts(l) C* S
s % (S \* Ifacts(1)) U¥ mset(r))
recipe(ri P

A multiset rewrite system with a labeled transition relation is called
labeled transition system (LTS).



Execution, Trace

Definition (Execution (trace))

An execution e of the multiset rewrite system P is an alternating
sequence of states and transitions:

set(a1) set(ag)

e = [So, (h n),St, .., Sk—1, (I 1), Sk, So = 07.

rec(ruy) rec(ruy)

The set of all executions of P is denoted by execp. Furthermore,
we define the following.

execp(S) = {e € execp | S is the last state of e},
trace(e) = [set(a1),. .., set(ak)],
trace(R) = {trace(e) | e € R}.

where R C execp.



Example
LMRS S’ c S
(3ureq — bsreq : (37 b))

fresh®=: [H-{Fr(x:fr)]
psgen®*: [Fr(p)HPL{!P(p, a:pub, b:pub), C(p)]

ureq™®: [IP(p, a, b))HPLI-[Outsys((a, b)), U(p, a, b)]
sreq™®: [\P(p, a, b), Ingys((a, b)), Fr(n)HPL() >

[OUtS}’S(")7 S(p7 a, bv ")]

recve™: [Ineny (xX)HH[IK(x)]

send®™: [IK(x)HH{Outenv (x)]
Notice the variable z in out([], z)!
It specifies that an adversary can
not see the internal workings of
the system, that is, how the rule
out was derived.

trace(e) = [PL, O, |, PL]

Execution e

S = 0U* {Fr(po)),
fresh([{70/ L) " {Fr(po)}.

S
psgen([{20/a},{51/5}],[freshy ([{Po/x}],1)])

PL S5
ureq([],[psgen ([{0/a}.{¥1/}].[freshy ([{P0/: }1,IN])
° g
out([],z)

_— 55
recv([],[out1([l.2])

send ([l [recva ([I.[outs([],21)])
I

S7
in([],[sendx ([],[recva ([],[out1 ([1.2])])])

R
fresh([{"0/x}1,[1)
PL

sreq([l.)
S2 = (S0 \* {Fr(po)}) U” {!P(po, a0, bo), C(po)}.
53 =5 U# {OUtsys((a(h bU))7 U(po, ao, bo)},



Restricted observational equivalence

Definition (Restricted Observational Equivalence)

Two sets of multiset rewrite rules S4 and Sg are restricted
observational equivalent with respect to the traces

Tr = Tra U Trg, and an environment given by a set of multiset
rewrite rules Env, written as Sx %EZV Sg, if, given the LTS defined
by the rules Sq U IF U Env and Sg U IF U Env, there exist a relation
R containing the initial states, such that for all states

(Sa,Sg) € R the following conditions hold.




Restricted observational equivalence

Definition (Cont.)
1. There exist traces tra € trace(execs,(Sa)) and
trg € trace(execs,(Sg)) such that tra € Tra and trg € Trg.
2. If Sy S’y and concat(tra, [l]) € Tra where r is the recipe of
a rule irn Env U IF then there exist I' € F# and Sg € G# such
that Sg % Sg, concat(trg,[I']) € Trg, and (S),Sg) € R.

3. 1Sy 5 Sy and concat(tra, [l]) € Tra where r is the recipe of

a rule in Sy then there exist recipes ry,...,r, € p of rules in
Sg, actions I1,...,l, € F#, n>0, and Sg € G# such that

Sg L X Sg. concat(trg,[h,...,Is]) € Trg, and
'n

Conditions 2 and 3 must also hold in the other direction!




Restricted observational equivalence: the motivation

This gives us the ability to fine-grain observational equivalence,
e.g., to only consider the traces of our interest.

» action ordering
Y ptr #i #j. read(ptr)@i A free(ptr)Qj — #i < #j
» (in)equality checks
YV x y #i. equal(x,y)@i — x =y
» forcing uniqueness
Y x #i ). unig(x)Qi A unig(x)Qj — #i = #j
» disallowing certain conditions
V x #i. bad(x)@i — L



Verification

Verifying observational equivalence is generally undecidable.
Automation is difficult. Some of the difficulties come from the
multiset rewriting semantics, e.g.,

» execution does not contain casual dependencies between steps,
P execution can contain redundant steps,

while other from the (restricted) observational equivalence itself,
e.g.,
> a rule can have many different recipes,

» an internal step can be simulated by an arbitrary number of
steps on the other side

but, we can make things easier with bi-systems and (partial)
dependency graphs.



Bi-system

Again, we want to see if the two LMRS behave the same: the one
that gives us the weak-secret, and the other that gives us a
random value. We can implicitally specify two systems by a
bi-system.

Definition

A bi-system S is a LMRS with diff(_, ) operator such that a pair
of LMRS L(S) and R(S) can be obtained by considering the left

hand side (LHS) and the right hand side (RHS) of diff(_, )
operator respectively.

Example

We can construct the bi-system B from the system S by modifiying
the challenge rule:

chal®*: [C(p:fr), Fr(f:fr)HPG}-{Outsys (diff (p:fr, f:fr)] .



Example (prev.)

LMRS S Protocol

fresh®*: [H}-{Fr(x:fr)]
psgen®*: [Fr(p)HPLH{!P(p, a:pub, b:pub), C(p)] Aureq — bsreq : (a, b)
ureq™*: [IP(p, a, b)HPL-{Outsys((a, b)), U(p, a, b)] b _ .
sreq™s: [IP(p, 3, b), Ingys((a, b)), Fr(n)HPLO}> sreq — dures - Np
[Outgys(n),S(p, a, b, n)] - encln
ures™s: [U(p. 2, b). Insyu(mPLI-{Outes(enc(n, )] 20reS " bsver = enc(ns, pa,p)
sver™®: [S(p, a, b, n), Ingys(enc(n, p))HPLIH] . .
chal®s: [C(p), Fr(f)HPGHOutys(diff(p, £))] It aims at to authenticate a to b
e [Inens ([ AK(Y)] using a password p, p.
send®™: [\K(x)H}-{Outen (x)]
dec®™: [IK(enc(x, y)), IK(z)HH{!K(dec(enc(x, y), z))] (modulo dec(enc(x, y),y) = x)
ence: [1K(x), IK(y)H{K(enc(x, )]
comp®™: [IK(x), IK(x)HHH]

:fr  fresh values (keys, passwords,. .. )
:pub  public values (names, group generator,...)
I persistent facts (use of public keys, passwords,. .. )
PL,PG learning and guessing phase



Example: partial dependency graphs
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Partial dependency graph
Definition (Partial Dependency Graph)

Let E be an equational theory, R a set of labeled multiset rewrite
protocol rules, Env an environment. We say that a pair
pdg = (I, D) is a (partial) dependency graph (PDG) modulo E
for R, if | €¢ (ginsts(R U IF U Env))*, D C N? x N2 and the
following holds.

1. For every edge (i,u) — (j,v) € D, it holds that i < j and

concs(li)y =g prems(l;),.
2. Every premise of pdg has (at most) one incoming edge.
3. Every linear conclusion of pdg has at most one outgoing edge.

4. The Fresh instances are unique.

Lemma (we do not loose anything [3])
For all proto. P, trace(exec(P U Env)) = trace(dgraphs(P U Env))




Partial dependency graph equivalence

Graphs naturally give rise to an equivalence relation.

Definition (Partial dependency graph equivalence)

Let R be a set of labeled multiset rewrite protocol rules and Env an
environment. For a S = pdgraphs(R U Env U IF), we say that the
partial dependency graphs pdg = (/,D) € S and

pdg’ = (I',D’) € S, are equivalent, written as pdg ~s pdg’, if

D =D' |lI| =|I'|, idx(I) = idx(I"), and for all i € idx(/) it holds
that /; and /] are ground instances of the same rules.

The relation ~ is an equivalence relation, and [pdg] € S/ ~ is a
partial dependency graph class.



Example: equivalence

fresh! :
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comp'®

These are not equivalent!




Partial dependency graph mirror

Definition (Partial dependency graph mirror)

Let S be a protocol bi-system, Env an environment,
L=L(S)UIFUEnv and R = R(S)U IF U Env corresponding
LMRS, and G = pdgraphs(L) U pdgraphs(R). For

pdg, € pdgraphs(L), we define

mirror(pdg) = {pdgr € pdgraphs(R) | pdgr ~¢ pdg.},
and, for [pdgy] € pdgraphs(L)/ ~, we define

mirror([pdgL]) = U mirror(pdg).
pdg€[pdg]

We define analogously in the other direction.




Example: partial dependency graph mirror

fresh®
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o neny(enc(n. p))

o Ineny(enc(n.p))
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dec’ TR(n) dec'” TR (dec(enc(n, p), F))

LHS does not have a mirror!



Restricted Dependency Graph Equivalence

Definition (System restricted dependency graph equivalence)

Let S be a bi-system and consider multiset rewrite systems
L=L(S)UIFUEnvand R= R(S)UIF U Env. For a set of traces
Tr = TraU Trg we say that L and R are restricted dependency
graph equivalent written as L(S) ~ DG ey R(S), if

dg € dgraphs(L U R) such that trace(dg) € Tr, implies

mirror(dg) # 0, and for all dg’ € mirror(dg) it holds that
trace(dg’) € Tr.

Theorem (Sound approximation)

Let S be a bi-system and Tr = TrL U Trr be a set of traces. If
L(S) NE%,Env (5) then L(S) NEnv R(S)




Tamarin prover

» Restricted dependency graph equivalence makes
verification easier, but a lot more constraints are needed
for a partial automation: protocol rules, adversary rules,
equational theories, first-order formulas. ..

> We take existing security protocol verification tool called
Tamarin prover [2] and naturally extend its observational
equivalence [1] to include well-defined restrictions®.

» Our extension can prove restricted observational equivalence
for a simple class of safety properties that only depend on the
structure of the execution, but not on the data:

V #i ##j. PhaseLearn() A PhaseGuess() — #i < #/.

» We use this to prove off-line guessing resistance of Encrypted
Key Exchange (EAP-EKE) protocol

Y Tamarin already supported restrictions, but to the best of our knowledge, the
semantics and the soundness of the proof method were missing
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